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Lecture 10
Locality Sensitive Hashing



Locality sensitive hashing

Suppose a distance measure is fixed.

e We are given a hash function f

e fis called (di, da, p1, p2)-LSH if
1. for any two x, y such that d(x,y) < di, Pr(f(x) =f(y)) > p1
2. for any two x, y such that d(x,y) > da, Pr(f(x) = f(y)) < p2
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LSH for different distance

e Jaccard distance (minhash)

e Hamming distance (value of a randomly chosen coordinate)





LSH for Euclidean (L;) distance
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e First consider the number line divided in to intervals
..., [—2a,—a),[—a,0),0, a), [a,2a),...
e Assign the numbers ..., —2,—1,+1,+2... to the intervals
respectively

e Let f(x) = the number of the interval (x,z) belong to where

z contains iid Gaussian entries of mean 0 and variance 1
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LSH for Euclidean (L;) distance

e Let z contains iid Gaussian entries of mean 0 and variance 1

e Let w be a uniform random variable in [0, a]

o Let
F(x) = VX’ZZ—F WJ



LSH for Euclidean (L;) distance

f(x) = f(y) if and only if |(x,z) — (y, z)| < a and a divider
does not fall between (x,z) and (y, z).

[(x,z) = (y,z)| <a = |[(x—y,z)| < a
probability that a divider falls in between = (*=%:2)l

a
Note that (x — y, z) is a Gaussian random variable with mean
0 and variance d?(x, y)

Then
Pr(F(x) = F(y)) = /a L e g,
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Data Streaming



Data Streaming
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Real time processing

Sensor data
IP addresses
Internet and Web Traffic

Satellite images



Real time processing

e Execute in the main memory without access to archival
S

storage
e New t_e/cﬁniques to handle limited memory

e Approximate answers may be fast





Selection

.

Example: Spam filtering
User has an address book

If an email id belongs to the contact then pass; else block

Check in real time with limited memory





Selection 0

e Say memory is only n bits ¢
1emory 15 only n bit

S|l=m e

Filter elements of a stream and let pass all elements whose
key' value is in S +—— 2 ddwss book
Block ‘most’ of the elements whose whose ‘key’s are not in S

Formally: A set S of ‘key’ values,
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Bloom Filter
L—/’J

e Memory is only n bits Y _

e A collection of hash functions hy, hy, ..., hy
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e Each hash maps ‘key’ values to one number from 1 to n
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Bloom Filter

Preprocessing:
e Initialize the n bits of memory to all 0
e Hash each key of S with k hash functions

e Set the jth bit to 1 if there exists a key in S whose hash value
is j for any one of the k hashes. -~ W&
SJ Tor any one of the k hashe
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Bloom Filter

Filtering:
e Let K be the key value of an element in the stream

e Check if all of h1(K), ha(K), ..., he(K)th bits are 1 in the
memory

e If yes, then pass; else block
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Bloom Filter: Analysis
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e First of all notice that any element in S is going to pass

e So let us calculate the false positive probability





Bloom Filter: Analysis

Let each of the hashes are random uniform hash (any key is
uniformly mapped to 1 to n)

What is the probability that after preprocessing, a bit in the
memory is 07

Let us calculate the probability that the jth bit is 0

Probability that an element in S is not mapped to j by h; is

1 N
1-3

Probability that none of the elements in S is mapped to j by
hyis (1—1)m

Probability that none of the elements in S is mapped to j by
h1,h2,...,hk is (1 - %)mk

Probability that the j th bit is 1 is 1 — (1 — 1)m*





Bloom Filter: Analysis
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Suppose a stream element does not have a key value from S
e What is the probability that it will pass?
e All k of its hash values must be 1
e That happens with probability (1 — (1 — 1)m<)k
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Bloom Filter:
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Note that (1 — 1)mk ~ e=mk/n
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With storage O(Z%) we can make the probability of false
positive go to 0 superexponentially with k. How?

No need to store the key values

Ly k

k << ollmmbl
4 Anke

L3
Loyl





